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il Broken object level authorization
2 Broken user authentication

3 Excessive data exposure

i} Lack of resources & rate limiting

-3 Broken function level authorization

:
7 Security misconfiguration @ OWASP
__ mecion AP Security

Improper assets management I O P 1 O
- .

Insufficient logging & monitoring




OWASP® Zed Attack Proxy (ZAP)

The world’s most widely used web app scanner. Free and open
source. Actively maintained by a dedicated international team of
volunteers.

Quick Start Guide

Burp Suite is the choice of security
professionals worldwide

Join the community of over 15,000 organizations using Burp Suite to secure the web
and speed up software delivery.

’ @PhilippeDeRyck



l:l Introducing Restograde and Burp




| am Dr. Philippe De Ryck

@ e Founder of Pragmatic Web Security
Google Developers
)74 Experts Google Developer Expert

AMBASSADOR Auth0 Ambassador
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| help developers with security

Hands-on in-depth security training

@ Advanced online security courses

Security advisory services

https://pragmaticwebsecurity.com
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l:l Extracting secrets from the client




‘&, KeyHacks

KeyHacks shows ways in which particular API keys found on a Bug Bounty Program can be used, to check if they
are valid.

@Gwen001 has scripted the entire process available here and it can be found here

Table of Contents

o ABTasty API Key

¢ Algolia API key

¢ Amplitude API Keys

e Asana Access token

¢ AWS Access Key ID and Secret
¢ Azure Application Insights APP ID and API Key
¢ Bing Maps API Key

¢ Bit.ly Access token

¢ Branch.io Key and Secret

¢ BrowserStack Access Key

« Buildkite Access token

¢ ButterCMS API Key

¢ Calendly API Key

e CircleCl Access Token

e Cypress record key

+ DataDog API key

y @PhilippeDeRyck

Key-Checker

Go scripts for checking API key [ access token validity

Update V1.0.0 %/

o Added 37 checkers!

Screenshoot g&j




Many clients contain hardcoded secrets, even
though it is trivial to extract and abuse such secrets

, @PhilippeDeRyck



Reverse Engineering Bumble’s
API

When you have too much time on your hands and want to dump out
Bumble’s entire user base and bypass paying for premium Bumble
Boost features.

Sanjana Sarda | Follow
Nov 14 - 8 min read ’ ﬂﬂ ﬁ []




Security constraints are
often enforced here

.l |
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BROWSER BACKEND DATABASE
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Security constraints are
often enforced here

Security constraints
cannot be enforced
here
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l:l Bypassing client restrictions




c Order product

e Complete details

e Submit Recaptcha score

° Perform credit card payment API

y @PhilippeDeRyck



c Order product

e Complete details

e Submit Recaptcha score

° Perform credit card payment API
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c Order product

e Complete details

° Perform credit card payment API

y @PhilippeDeRyck



BYPASS RESTRICTIONS BY MODIFYING CLIENT BEHAVIOR

Clients often enforce certain restrictions,
which can be bypassed by modifying
the requests going to the API

’ @PhilippeDeRyck



D Forget the client, focus on the API




APIs often expose sensitive features that are not
used by the public client. Scan APIs directly to
discover the full attack surface.

, @PhilippeDeRyck



A security flaw in Grindr let
anyone easily hijack user
accounts

Zack Whittaker @zackwhittaker / 10:22 PM GMT+2 « October 2, 2020

[2] Image Credits: SOPA Images / Getty Images

Grindr, ® one of the world’s largest dating and social networking
apps for gay, bi, trans, and queer people, has fixed a security
vulnerability that allowed anyone to hijack and take control of any

user’s account using only their email address.




"id": 3,

11
L

1
L |

"address": "Holsbeeksesteenweg 143, .."

’ @PhilippeDeRyck



l:l Looking under the hood




APIs often provide more data in the response than
is used by the client. This data exposure can result
in a leak or support additional attacks.

, @PhilippeDeRyck
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T-Mobile Websﬂe Allowed Hackers
to Access Your Account Data With
Just Your Phone Number




D Extracting information




ORS Patient Portal —Digital
India initiative put at risk the
leakage of millions of patients’

health information

¢ A Twitter app bug was used to match 17 million
— phone numbers to user accounts

Change the username for any Facebook Page 0
# IDOR

Zack Whittaker @zackwh

& Facebook | Web

Published On 14 Sep 2020 HIGH JVALID $15,000

y @PhilippeDeRyck




API endpoints are often enumerable, even when
they don't use sequential identifiers. Enumeration
attacks become even more powerful in
combination with BOLA vulnerabilities.

, @PhilippeDeRyck



@RequestMapping(path = "/user/{id}", method = PATCH, consumes = "application/json")
public void updateUser(String id, @RequestBody User user) {

UserService.updateUser(id, user); o Updates the DB with new field values

b for the user with the given ID

public class User { {
private String id, name, role; "name": "Dr. Phil"

public void setName(String name) {
this.name = name;

b
public String setRole(String role) { {
this. role = role; "name": "Philippe becomes admin",
¥ "role": "admin"
I3 I3

y @PhilippeDeRyck



D "Accidentally” changing information




Automated IDOR Discovery through Stateful
Swagger Fuzzing

.- Aaron Loo, Engineering Manager
Jan 16, 2020

Scali it [ i ;
i |\/[|CrOSOTt Research Blog

they make it to production servers.

Today, we’re excited to announce that we
we’ve developed to identify Insecure Direc
stateful Swagger fuzzing, tailored to supp:

integrates with our Continuous Integration R E STler ﬁ nd S SeCu r|ty an d e | | a b| | |ty bu g S
coverage as web applications evolve. :
»through automated fuzzing

Published November 16, 2020

u n m Research Area

’ @PhilippeDeRyck



Reconstructing data models from requests and
responses empowers the exploitation of mass
assignment vulnerabilities.

, @PhilippeDeRyck



Apache Pulsar bug allowed account takeovers in
certain configurations

Ben Dickson

Y OERSM

Software maintainers downplay real-world impact of JWT vulnerability

https://portswigger.net/daily-swig/apache-pulsar-bug-allowed-account-takeovers-in-certain-configurations



DeCOded EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

{
il i
“typ: s AT

}

PAYLOAD: DATA

{
‘'user": "e72d1a26f406e4e879967",
'tenant”: "d8cf3fa381a34c968562a7851bfdcoal8”,
‘iat”: 1620192644914,
‘exp”: 1620196244914
}

alg: none



alg: none

eyJhbGc101Jub251IiwidHlwIjo1S1dUINn®G

eyJzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaGa
gRGILIiwiaWFOIjoxNTE2MjM5MDIyFQ



Ben Knight Senior Security Consultant April 16, 2020

NoNe
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JSON Web Token Validation Bypass in AuthO

Authentication API a -l_ g : n 0 n E

Ben discusses a JSON Web Token validation bypass issue disclosed to AuthO
in their Authentication API.

https://insomniasec.com/blog/authO-jwt-validation-bypass



@ @ @ How Many Days Has It Been Sir X <+

4 C o 0 & howmanydayssinceajwtalgnonevuln.com CP '1‘ =

It has been 176 days since the
last alg=none JW'T
vulnerability.

The UK NHS COVID-19 contact tracing app for Android was accepting
alg=none tokens in venue check-in QR codes. Write-up here.

- C
© 2021

https://www.howmanydayssinceajwtalgnonevuln.com/



Clients often include authorization objects, such as
JWT tokens. When an API fails to properly verify
this object, it often results in a high-impact
privilege escalation issue.

, @PhilippeDeRyck



Attacking your APIs ...

The attack surface is your entire API
Go off the "common path" used by the client

Don't assume the API gets it right, verify!

y @PhilippeDeRyck



OWASP Juice Shop

[ Main H Overview H News H Challenges H Learning H CTF H Ecosystem H Supporters ’

A e

owasp | flagship project | release v13.3.0 [ GitHub % 6.7k i ALIVREEN:
openssf best practices fe[c]sB8 Contributor Covenant [v2.0 adopted

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used
in security trainings, awareness demos, CTFs and as a guinea pig for security tools! Juice Shop
encompasses vulnerabilities from the entire OWASP Top Ten along with many other security flaws found in
real-world applications!

’ @PhilippeDeRyck



Thank youl!

Reach out for hands-on training to learn how
to avoid these vulnerabilities in your APIs

@PhilippeDeRyck /in/PhilippeDeRyck



