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API Security



@PhilippeDeRyck https://www.zaproxy.org/
https://portswigger.net/burp
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“ “
Of the 30 popular apps Knight Ink tested, 77 percent contained 

hardcoded API keys, some which don’t expire, and seven percent 
contained hardcoded usernames and passwords.

https://www.bloomberg.com/press-releases/2021-02-09/
mobile-health-apps-systematically-expose-pii-and-phi-through-apis-new-findings-from-knight-ink-and-approov-show



“
“

Every mobile app 
user was given 
the same hard 

coded API Bearer 
Token, rendering 

request 
authorisation

useless
https://www.pentestpartners.com/security-blog/
free-brewdog-beer-with-a-side-order-of-shareholder-pii/



Extracting secrets from the client



@PhilippeDeRyck https://github.com/daffainfo/Key-Checker
https://github.com/streaak/keyhacks



@PhilippeDeRyck

ANALYZE CLIENT APPLICATIONS FOR SECRETS

Many clients contain hardcoded secrets, even 
though it is trivial to extract and abuse such secrets



“ “Our accounts eventually got locked 
and hidden for more verification 

requirements. We tested retrieving 
user data while our account was 

locked, and it still worked.
https://blog.securityevaluators.com/
reverse-engineering-bumbles-api-a2a0d39b3a87
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Security constraints are 
often enforced here
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Traditional server-side applications
Modern decoupled APIs

Security constraints 
cannot be enforced 

here

Security constraints are 
often enforced here



Bypassing client restrictions
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1 Order product

2 Complete details

3 Submit Recaptcha score

4 Perform credit card payment
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BYPASS RESTRICTIONS BY MODIFYING CLIENT BEHAVIOR

Clients often enforce certain restrictions, 
which can be bypassed by modifying 

the requests going to the API



Forget the client, focus on the API
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ILLUMINATE THE OBSCURITY

APIs often expose sensitive features that are not 
used by the public client. Scan APIs directly to 

discover the full attack surface.



“
“

To reset a password, 
Grindr  sends the user an 

email with a clickable 
link containing an 

account password reset 
token. 

Grindr’s password reset 
page was leaking 

password reset tokens to 
the browser.

https://techcrunch.com/2020/10/02/grindr-account-hijack-flaw/
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The API response to retrieve online users
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[
{ 
"id": 3,
"name": "John",
"address": "5 George's Dock, …",

},
{ 
"id": 6,
"name": "Jakob",
"address": "71-75 Shelton Street, …",

},
{ 
"id": 17,
"name": "Philippe",
"address": "Holsbeeksesteenweg 143, …",

}
]

Online users: John, Jakob, Philippe

https://APISecuritySwagShop.com

Welcome to the shop



Looking under the hood
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LOOK FOR DATA UNDER THE HOOD

APIs often provide more data in the response than 
is used by the client. This data exposure can result 

in a leak or support additional attacks.



“ “he could query for someone else's phone 
number and the API would simply send back a 
response containing the other person's data.



Extracting information



@PhilippeDeRyck
https://techcrunch.com/2019/12/24/twitter-android-bug-phone-numbers/

https://bugreader.com/marcos@change-the-username-for-any-facebook-page-219
https://medium.com/@logicbomb_1/ors-patient-portal-digital-india-initiative-put-at-risk-the-leakage-of-millions-of-patients-7f093a1768e2
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ENUMERATE API ENDPOINTS

API endpoints are often enumerable, even when 
they don't use sequential identifiers. Enumeration 

attacks become even more powerful in 
combination with BOLA vulnerabilities.
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The Java Spring endpoint updating a user
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@RequestMapping(path = "/user/{id}", method = PATCH, consumes = "application/json")
public void updateUser(String id, @RequestBody User user) {
UserService.updateUser(id, user);

}

A legitimate request payload to update the user's name

1
2
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{
"name": "Dr. Phil"

}

Updates the DB with new field values 
for the user with the given ID

A malicious request payload to update restricted fields
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{
"name": ”Philippe becomes admin",
"role": "admin"

}

The User data class
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public class User {
private String id, name, role;
…
public void setName(String name) {
this.name = name;

}

public String setRole(String role) {
this. role = role;

}
}



"Accidentally" changing information



@PhilippeDeRyck https://engineeringblog.yelp.com/2020/01/automated-idor-discovery-through-stateful-swagger-fuzzing.html
https://www.microsoft.com/en-us/research/blog/restler-finds-security-and-reliability-bugs-through-automated-fuzzing/
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DISCOVER AND USE API DATA MODELS

Reconstructing data models from requests and 
responses empowers the exploitation of mass 

assignment vulnerabilities.



https://portswigger.net/daily-swig/apache-pulsar-bug-allowed-account-takeovers-in-certain-configurations



alg: none



alg: none
eyJhbGciOiJub25lIiwidHlwIjoiSldUIn0

.
eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4

gRG9lIiwiaWF0IjoxNTE2MjM5MDIyfQ
.



https://insomniasec.com/blog/auth0-jwt-validation-bypass

alg: NoNe

alg: NONe

alg: nOnE



https://www.howmanydayssinceajwtalgnonevuln.com/
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TAMPER WITH AUTHORIZATION INFORMATION

Clients often include authorization objects, such as 
JWT tokens. When an API fails to properly verify 

this object, it often results in a high-impact 
privilege escalation issue.
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Attacking your APIs …
The attack surface is your entire API

Go off the "common path" used by the client

Don't assume the API gets it right, verify!

…



@PhilippeDeRyck https://owasp.org/www-project-juice-shop/
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Thank you!
Reach out for hands-on training to learn how 

to avoid these vulnerabilities in your APIs

@PhilippeDeRyck /in/PhilippeDeRyck


