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What happens when 
💩

goes wrong? 
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PERIMETER SECURITY IS DEAD

The traditional security boundary at the perimeter can 
no longer be maintained. 

Your perimeter will be breached eventually, so design 
your systems for that scenario.
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PERIMETER SECURITY IS A GOOD PRIMARY DEFENSE

Stopping attackers at the perimeter is a great 
defense, as long as it is not the only defense.
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COMPARTMENTALIZATION IS CRUCIAL

Compartmentalizing the application into different 
trust zones helps contain the impact of a breach.
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COMPARTMENTALIZATION GOES BOTH WAYS

Compartmentalization can be used to isolate 
untrusted services (sandboxing), or to shield 

extremely sensitive services.
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Malformed requests have 
to pass the API gateway 
before they can cause 

harm

Malformed responses 
have to pass the API 

gateway before they can 
leak data
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An OpenAPI contract for an API endpoint
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paths:
/online/users:
get:
responses:
'200':
description: A list of online users
content:
application/json:
schema:
type: array
items:
type: object
properties:
id:
type: integer
description: The user ID

name:
type: string
description: The display name of the user
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USE OPENAPI CONTRACTS FOR SECURITY

Use OpenAPI definitions to enforce validity on both 
requests and responses at the API gateway to avoid 

sensitive data exposure and mass assignment
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The API gateway observes all 
inbound/outbound traffic, making it the 

perfect point to monitor and protect
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APPLY RATE LIMITING AT THE GATEWAY

The API gateway can apply generic rate limiting 
mechanisms, or API-specific rate limiting or usage 

restriction policies
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Monitor requests for 
unexpected behavior (e.g., 

unauthorized requests)

Monitor responses for 
unexpected behavior (e.g., 

error responses)
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ANOMALY DETECTION HELPS DISCOVER PROBLEMS

Time-based anomaly detection reduces 
the manual overhead for monitoring and 

helps discover functional problems



? How can we use anomaly detection 
to improve the security of our APIs?
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Detect mass extraction of data 
from the application (e.g., 
typical breach behavior)
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USING MONITORING TO DETECT SECURITY PROBLEMS

• Data breaches often go undetected until the data surfaces
• Extracting millions of DB entries or documents makes a lot of noise
• Monitoring traffic is essential to detect breaches as they are happening

• Traditional traffic analysis can be used to detect high-volume attacks
• E.g., exploiting a BOLA vulnerability often results in sudden spikes to a specific endpoint
• Setup alerts when traffic anomalies are detected
• Focus on avoiding false positives to preserve the value of the alert

• Canaries offer much more reliable signals to detect a breach
• Include "canary data" in the database that is never used by the legitimate application

• E.g., a user profile with a sequential ID that belongs to a non-existent user
• Setup monitoring to detect the canary and sound alarm bells
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SETUP MONITORING FOR SECURITY PURPOSES

Use traffic monitoring and canary data to detect a 
potential data breach as soon as possible.



@PhilippeDeRyck

Rejecting clients based on crude criteria 
like IP address is not very effective, but 

potentially useful to deter attackers
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Revoking the token associated with the 
abuse immediately terminates 

the access of the bad actor



@PhilippeDeRyck

Handling token introspection 
on internal API calls is not 

manageable

Revoking reference tokens is done at the 
authorization server and is easy
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Revoking JWT tokens is hard, due to their 
self-contained nature
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Translate a reference token into a self-
contained JWT

Use JWT on internal calls to avoid token 
introspection

Revoking a token is handled by 
revoking a reference token, 

which prevents the translation
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FOLLOW UP ON DETECTION WITH AUTOMATIC DEFENSES

Detecting ongoing problems is useful, but automatically taking 
defensive action is even better. 

Use block lists or revocation mechanisms to reject malicious traffic.
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a patched version of Struts2 fixes a remote code execution vulnerability
March 7th, 2017

attackers start probing Equifax systems using the Struts vulnerability
March 10th, 2017

Renewal of the expired certificate on the monitoring device
July 29th, 2017

Equifax uses Apache Struts 2 to build applications 

attackers escalate the attack to full-scale data exfiltration
May 2017

a certificate used by a network monitoring device expires
December 2015

Equifax discovers the breach of their systems
July 29th, 2017
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RUN FIRE DRILLS

Regularly imitate a security incident to ensure 
that the detection mechanisms, defenses, 

and processes all work as expected
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Now it is up to you …
Hope for the best, plan for the worst

Use the API gateway to shield internal details from clients

Rely on the API gateway to protect requests and responses

…



HTTPS://COURSES.PRAGMATICWEBSECURITY.COM

Want more in-depth security content?
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Thank you!
Connect on social media 

to stay in touch on security

@PhilippeDeRyck /in/PhilippeDeRyck


